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THE PERSONAL INFORMATION PROTECTION AND ELECTRONIC DOCUMENTS ACT 
EXECUTIVE SUMMARY
Effective January 1, 2004, the “Privacy” Act will apply to all hotels carrying on commercial activities in Canada.
 

Informed (written) consent on guest registration must be obtained beginning January 1, 2004.
Key Provisions
The key issue is the collection of guest registration, marketing research, marketing and loyalty programs.
The collection of information is legal because it benefits the guest.  However, informed consent must be given by the guest on the registration card.

Personal information means any information about an identifiable individual, other than the name, title and business address or telephone number of an employee of a hotel and certain prescribed publically available information, including the name, address and telephone number of a subscriber in a public telephone directory, and personal information in a business or professional directory or listing available to the public where the collection, use or disclosure of such information relates directly to the purpose for which the information appears in the directory or listing.

Any information greater than what you find on a business card is subject to the Privacy Act.

Exemptions
The Act generally prohibits the collection, use or disclosure of personal information in the course of commercial activities (which includes the sale or exchange of membership lists) without the consent and knowledge of the individual concerned.  However the Act does not apply to a hotel in respect to personal information about an employee of the organization where the collection, use or disclosure of such information relates to his/her employment, or to an individual in respect of personal information collected, used or disclosed for personal or domestic purposes, and the transmission of information within an organization for the purposes for which the information was collected (i.e., on a “need-to-know” basis) is not a disclosure for this purpose.

The Act does not apply to information collected on an individual if it is used strictly and only for personal benefits to the guest and is not used anywhere else.
However, the reality is in the contemporary world information is being shared almost daily in virtually every operation.  Therefore, you should assume information is being shared with third parties and therefore seek informed (written) consent from the guest on registration.

Information previously collected is permissible as long as the information used is not disclosed outside the province in which it was collected.

Hotel Requirements
Every hotel is required to comply with certain principles set out in a Schedule to the Act.  The key provisions of which are as follows:

A. 
the hotel is required to designate an individual (commonly referred to as Chief Privacy officer) responsible for the hotel’s compliance with the principles

B. 
the hotel remains responsible for personal information transferred to a third party for processing, and is required to obtain contractual assurances to afford a comparable level of protection while the information is being processed

C. 
the hotel is required to implement internal policies and procedures to give effect to the principles, including staff training

D. 
the hotel is required to identify the purposes for which information is being collected, prior to and at the time of collection, and to document such purposes; to collect only the information required for such purposes; and to retain information only as long as required for such purposes and in accordance with guidelines established by the hotel

E. 
consent to the collection, use or disclosure of personal information must be informed (written) and, except to the extent required for the supply of a product or service, cannot be imposed as a condition of such supply
Succinctly put, informed consent must be given for the collection of personal information.  See suggested Registration Consent Form.  Change your registration card to reflect consent.
F. 
where personal information is sensitive, e.g., related to health, financial matters or personal preferences, consent must be express; consent may be implied only in limited circumstance

G. 
consent may be withdrawn at any time on reasonable notice, subject to contractual restrictions.

H. 
the hotel is required to use reasonable efforts to ensure that personal information is as accurate, complete and up-to-date as necessary for the purposes for which the information was collected

I. 
the hotel must adopt appropriate physical, organizational and technological measures to protect personal information against loss or unauthorized access, use, disclosure or modification, and to ensure its destruction when appropriate

J. 
the hotel is required to make available, on request, a meaningful explanation of its privacy policies and practices, e.g., a privacy code, policy or statement, including the name or title and address of its Chief Privacy Officer, a description of the type and general use of personal information held by the hotel , and the means for an individual to gain access to his/her personal information 

K. 
the hotel is required, subject to limited exceptions, to inform an individual, upon request, of all personal information the hotel has about the individual, how the information had been used and to whom the information has been disclosed (the hotel is required to respond, at minimal or no cost, generally within 30 days); to correct any inaccuracy established by the individual in personal information held or previously disclosed by the hotel; and to advise any third party to which the information has been disclosed of any unresolved dispute as to the accuracy of information 

L. 
the hotel is required to establish a procedure for dealing with complaints and inquiries as to its handling of personal information 

The Privacy Commissioner (under the Act) shall upon receipt of any complaint investigate, and may on his/her own initiative on reasonable grounds investigate or audit (the Privacy Commissioner has extraordinary powers for this purpose), a hotel with respect to any alleged or suspected violation of the Act or Schedule

The Privacy Commissioner may make public his/her findings concerning an hotel’s privacy policies and procedures

The Federal Court may, in addition to any other remedies, order a hotel to correct its practices and award damages for humiliation to any individual whose ‘rights’ under the Act have been violated

Certain violations of the Act may result in a fine of up to $100,000
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(Suggested) New Hotel Registration Form
The following information is not required.  Any other member of your party who wishes to provide this information should complete a separate registration form.

Where any of the information below is already compiled, please make any required changes or corrections.


Guest Consent Form
By providing this information, you consent to the collection, use, handling and disclosure by or to us or any other member or franchisee of the hotel company (currently companies operating under the names ___________________) of any information (including Required Information) set out above or any other information relating to this stay or any future stay with any member or franchisee of the hotel company or goods or services from time to time provided to you by or under arrangement with any member or franchisee of the hotel company, for the following purposes:

I. 
Customer Service - The information will be used to facilitate your next check-in and, wherever possible, to meet your personal preferences in accommodation.

II. 
Marketing - The information will be used to advise you of goods and services offered by or by arrangement with the hotel company.

III. 
Market Research - The information will be used to improve the offering of goods and services to you.

You may withdraw this consent at any time by notice to the Designated Privacy Officer of the __________________ [hotel company] at [mailing address, telephone and fax numbers, e-mail address], and such notice to be effective on the [_____[ day following receipt.

Dated:___________________

Signature: ____________________________________



[Specify optional information requested.]





	� Where a province enacts privacy legislation, which the federal Cabinet considers substantially similar to the Act, the Act will not apply in that province.  However, as a practical matter, organizations carrying on business across Canada will have to comply with the highest standard established by the Act or provincial legislation.
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